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As best we can determine, neither in 2000 nor in the first eight months of
2001 did any polling organization in the United States think the subject of ter-
rorism sufficiently on the minds of the public to warrant asking a question
about it in a major national survey. Bin Ladin, al Qaeda, or even terrorism was
not an important topic in the 2000 presidential campaign. Congress and the
thedin called Dl attention o it

If a president wanted to rally the American people to a warlike effort, he
would need to publicize an assessment of the growing al Qaeda danger. Our
government could spark a full public discussion of who Usama Bin Ladin was,
what kind of organization he led, what Bin Ladin or al Qaeda intended, what
past attacks they had sponsored or encouraged, and what capabilities they were
bringing together for future assaults. We believe American and international
public opinion might have been different—and so might the range of options
for a president—had they been informed of these details. Recent examples of
such debates include calls to arms against such threats as Serbian ethnic cleans-
ing, biological attacks, Iraqi weapons of mass destruction, global climate
chance and the HIV/ AT epidemic.

While we now know that al Qaeda was formed in 1988, at the end of the
Soviet occupation of Afghanistan, the intelligence community did not describe
Chis orcanization, ot least in documents e bove secn untl 1000 A R anonal
Intelligence Estimate distributed in July 1995 predicted future terrorist attacks
against the United States—and in the United States. It warned that this dan-
ger would increase over the next several years. It specified as particular points
of vulnerability the White House, the Capitol, symbols of capitalism such as
Wall Street, critical infrastructure such as power grids, areas where people con-
gregate such as sports arenas, and civil aviation generally. It warned that the
1993 World Trade Center bombing had been intended to kill a lot of people,
Dot o achieve any more traditions ! polineal ool

This 1995 estimate described the greatest danger as “transient groupings of
individuals” that lacked “strong organization but rather are loose affiliations.”
They operate “outside traditional circles but have access to a worldwide net-
work of training facilities and safehavens.”? This was an excellent summary of
the emerging danger, based on what was then known.

In 1996-1997, the intelligence community received new information mak-
ing clear that Bin Ladin headed his own terrorist group, with its own target-
ing agenda and operational commanders. Also revealed was the previously
unknown involvement of Bin Ladin’s organization in the 1992 attack on a
Yemeni hotel quartering U.S. military personnel, the 1993 shootdown of U.S.
Army Black Hawk helicopters in Somalia, and quite possibly the 1995 Riyadh
bombing of the American training mission to the Saudi National Guard.

The 1997 update of the 1995 estimate did not discuss the new intelligence.
It did state that the terrorist danger depicted in 1995 would persist. In the
update’s summary of key points, the only reference to Bin Ladin was this sen-
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challenoing oce to imagine the day after 0 ocoack posits o corilee chor il
“hundreds” of Americans. He did not write “thousands.”

Institutionalizing Imagination:

The Case of Aircraft as Weapons

Imagination is not a gift usually associated with bureaucracies. For example,
before Pearl Harbor the U.S. government had excellent intelligence that a
Japanese attack was coming, especially after peace talks stalemated at the end
of November 1941. These were days, one historian notes, of “excruciating
uncertainty.” The most likely targets were judged to be in Southeast Asia. An
attack was coming, “but officials were at a loss to know where the blow would
fall or what more might be done to prevent it.”"! In retrospect, available inter-
cepts pointed to Japanese examination of Hawaii as a possible target. But,
another historian observes,“in the face of a clear warning, alert measures bowed
to routine.”"

Lo theretore crucial to fnd a way of routinizing. cven burcoucratizing, the
cocrcise of imaoinaton. ome so requires more than finding o oot o can
imagine that aircraft could be used as weapons. Indeed, since al Qaeda and other
groups had already used suicide vehicles, namely truck bombs, the leap to the use
of other vehicles such as boats (the Cole attack) or planes is not far-fetched.

Yet these scenarios were slow to work their way into the thinking of avia-
tion security experts. In 1996, as a result of the TWA Flight 800 crash, Presi-
dent Clinton created a commission under Vice President Al Gore to report on
shortcomings in aviation security in the United States. The Gore Commission’s
report, having thoroughly canvassed available expertise in and outside of gov-
ernment, did not mention suicide hijackings or the use of aircraft as weapons.
It focused mainly on the danger of placing bombs onto aircraft—the approach
of the Manila air plot. The Gore Commission did call attention, however, to
lax screening of passengers and what they carried onto planes.

In late 1998, reports came in of a possible al Qaeda plan to hijack a plane.
One, a December 4 Presidential Daily Briefing for President Clinton (reprinted
in chapter 4), brought the focus back to more traditional hostage taking; it
reported Bin Ladin’s involvement in planning a hijack operation to free prison-
ers such as the “Blind Sheikh,” Omar Abdel Rahman. Had the contents of this
PDB been brought to the attention of a wider group, including key members
of Congress, it might have brought much more attention to the need for per-
manent changes in domestic airport and airline security procedures.”

Threat reports also mentioned the possibility of using an aircratt filled with
explosives. The most prominent of these mentioned a possible plot to fly an
explosives-laden aircraft into a U.S. city. This report, circulated in September
1998, originated from a source who had walked into an American consulate
in East Asia. In August of the same year, the intelligence community had
received information that a group of Libyans hoped to crash a plane into the
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AWorld Trade Center In neither case could (he ntormation be corrobored
In addition, an Algerian group hijacked an airliner in 1994, most likely intend-
ing to blow it up over Paris, but possibly to crash it into the Eiffel Tower."

In 1994, a private airplane had crashed onto the south lawn of the White
House. In early 1995,Abdul Hakim Murad—RamziYousef’s accomplice in the
Manila airlines bombing plot—told Philippine authorities that he and Yousef
had discussed flying a plane into CIA headquarters."

Clarke had been concerned about the danger posed by aircraft since at least
the 1996 Atlanta Olympics. There he had tried to create an air defense plan
using assets from the Treasury Department, after the Defense Department
declined to contribute resources. The Secret Service continued to work on the
problem of airborne threats to the Washington region. In 1998, Clarke chaired
an exercise designed to highlight the inadequacy of the solution. This paper
cocrcre tvolved o scenario nowhich o croup of terrorsts commandeered o
Learjet on the ground in Atlanta, loaded it with explosives, and flew it toward
a target in Washington, D.C. Clarke asked officials from the Pentagon, Federal
Aviation Administration (FAA), and Secret Service what they could do about
the situation. Officials from the Pentagon said they could scramble aircraft from
Langley Air Force Base, but they would need to go to the President for rules
ofcncaocment and there was no mechanism to do so. | hore v o clear e
olution of the problem at the exercise."

In late 1999, a great deal of discussion took place in the media about the
crashoff the coast of Vinssachnserts of Bovpriar Flohe 990 0 Bocing o7 The
most plausible explanation /1ot cionerocd s that one of the pilon had cone
berserk, seized the controls, and flown the aircraft into the sea. After the
1999-2000 millennium alerts, when the nation had relaxed, Clarke held a
meeting of his Counterterrorism Security Group devoted largely to the pos-
sibility of a possible airplane hijacking by al Qaeda.”

In his testimony, Clarke commented that he thought that warning about the
possibility of a suicide hijacking would have been just one more speculative
theory among many, hard to spot since the volume of warnings of “al Qaeda
threats and other terrorist threats, was in the tens of thousands—probably hun-
dreds of thousands.”'"Yet the possibility was imaginable, and imagined. In early
August 1999, the FAA’s Civil Aviation Security intelligence office summarized
the Bin Ladin hijacking threat. After a solid recitation of all the information
available on this topic, the paper identified a few principal scenarios, one of
which was a “suicide hijacking operation.” The FAA analysts judged such an
operation unlikely, because “it does not offer an opportunity for dialogue to
achieve the key goal of obtaining Rahman and other key captive extremists.
... A suicide hijacking is assessed to be an option of last resort.”"”

Analysts could have shed some light on what kind of “opportunity for dia-
logue” al Qaeda desired.” The CIA did not write any analytical assessments of
possible hijacking scenarios.
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did not fail; instead, they were not really tried. They were not employed to ana-
Loze the cncmy thot as the twentieth century closed. s ot Lely to lunch
a surprise attack directly against the United States.

11.2 POLICY

The road to 9/11 again illustrates how the large, unwieldy U.S. government
tended to underestimate a threat that grew ever greater. The terrorism fostered
by Bin Ladin and al Qaeda was difterent from anything the government had
faced before. The existing mechanisms for handling terrorist acts had been trial
and punishment for acts committed by individuals; sanction, reprisal, deter-
rence, or war for acts by hostile governments. The actions of al Qaeda fit nei-
ther category. Its crimes were on a scale approaching acts of war, but they were
committed by a loose, far-flung, nebulous conspiracy with no territories or cit-
izens or assets that could be readily threatened, overwhelmed, or destroyed.

Early in 2001, DCI Tenet and Deputy Director for Operations James Pavitt
gave an intelligence briefing to President-elect Bush, Vice President—elect
Cheney, and Rice; it included the topic of al Qaeda. Pavitt recalled conveying
that Bin Ladin was one of the gravest threats to the country.”

Bush asked whether killing Bin Ladin would end the problem. Pavitt said
he and the DCI had answered that killing Bin Ladin would have an impact,
but would not stop the threat. The CIA later provided more formal assessments
to the White House reiterating that conclusion. It added that in the long term,
the only way to ool wich the threat was to cnd ol Conedas abiliny o use
JAtohanistan as asanctuary or it opcrations

Perhaps the most incisive of the advisors on terrorism to the new adminis-
tration was the holdover Richard Clarke.Yet he admits that his policy advice,
even if it had been accepted immediately and turned into action, would not
have prevented 9/11.7

We must then ask when the U.S. government had reasonable opportunities
to mobilize the country for major action against al Qaeda and its Afghan sanc-
tuary. The main opportunities came after the new information the U.S. gov-
ernment received in 1996—1997, after the embassy bombings of August 1998,
after the discoveries of the Jordanian and Ressam plots in late 1999, and after
the attack on the USS Cole in October 2000.

The U.S. policy response to al Qaeda before 9/11 was essentially defined
following the embassy bombings of August 1998.We described those decisions
in chapter 4. It is worth noting that they were made by the Clinton adminis-
tration under extremely difficult domestic political circumstances. Opponents
were seeking the President’s impeachment. In addition, in 1998-99 President
Clinton was preparing the government for possible war against Serbia, and he
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had authorized major air strikes against Iraq.

The tragedy of the embassy bombings provided an opportunity for a full
examination, across the government, of the national security threat that Bin
Ladin posed. Such an examination could have made clear to all that issues were
at stake that were much larger than the domestic politics of the moment. But
the major policy agencies of the government did not meet the threat.

The diplomatic eftorts of the Department of State were largely ineftective.
Al Qaeda and terrorism was just one more priority added to already-crowded
agendas with countries like Pakistan and Saudi Arabia. After 9/11 that
changed.

Policymakers turned principally to the CIA and covert action to implement
policy. Before 9/11, no agency had more responsibility—or did more—to
Atk ol Cnedn working day and night chon che LA Bne chere woere L o
what the CIA was able to achieve in its energetic worldwide efforts to disrupt
terrorist activities or use proxies to try to capture or kill Bin Ladin and his lieu-
tenants. As early as mid-1997, one CIA officer wrote to his supervisor: “All
we're doing is holding the ring until the cavalry gets here.””

Military measures failed or were not applied. Before 9/11 the Department
of Detense was not coven the mission of ending ol Coaccs canctiary
Afghanistan.

Ofticials in both the Clinton and Bush administrations regarded a full U.S.
invasion of Afghanistan as practically inconceivable before 9/11. It was never
the subject of formal interagency deliberation.

Lesser forms of intervention could also have been considered. One would
have been the deployment of U.S. military or intelligence personnel, or special
Strile forcessto Atohanistan el o nearb—openly, clandestinely (secretly),
or covertly (with their connection to the United States hidden). Then the
United States would no longer have been dependent on proxies to gather
actionable intelligence. However, it would have needed to secure basing and
overflight support from neighboring countries. A significant political, military,
and intelligence effort would have been required, extending over months and
perhaps years, with associated costs and risks. Given how hard it has proved to
locate Bin Ladin even today when there are substantial ground forces in
Afghanistan, its odds of sucess are hard to calculate. We have found no indica-
tion that President Clinton was offered such an intermediate choice, or that
this option was given any more consideration than the idea of invasion.

Chese policy challences are Dnbed to the problen of imagination v hove
already discussed. Since we believe that both President Clinton and President
Bush were genuinely concerned about the danger posed by al Qaeda,
approaches involving more direct intervention against the sanctuary in
Afghanistan apparently must have seemed—if they were considered at all—to
be disproportionate to the threat.
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same government institutions and capabilities it had used in the last stages of
the Cold War and its immediate aftermath. These capabilities were insufficient,
but little was done to expand or reform them.

For covert action, of course, the White House depended on the Countert-
errorist Center and the CIA’s Directorate of Operations. Though some offi-
cers, particularly in the Bin Ladin unit, were eager for the mission, most were
not. The higher management of the directorate was unenthusiastic. The CIA’s
capacity to conduct paramilitary operations with its own personnel was not
large, and the Agency did not seek a large-scale general expansion of these capa-
bilities before 9/11. James Pavitt, the head of this directorate, remembered that
covert action, promoted by the White House, had gotten the Clandestine Ser-
vice into trouble in the past. He had no desire to see this happen again. He
thought, not unreasonably, that a truly serious counterterrorism campaign
against an enemy of this magnitude would be business primarily for the mili-
tary, not the Clandestine Service.”

As for the Department of Defense, some officers in the Joint Staff were keen
to help. Some in the Special Operations Command have told us that they
worked on plans for using Special Operations Forces in Afghanistan and that
they hoped for action orders. JCS Chairman General Shelton and General
Anthony Zinni at Central Command had a different view. Shelton felt that the
August 1998 attacks had proved a waste of good ordnance and thereafter con-
sistently opposed firing expensive Tomahawk missiles merely at “jungle gym”
terrorist training infrastructure.” In this view, he had complete support from
Detense Secretary William Cohen. Shelton was prepared to plan other options,
but he was also prepared to make perfectly clear his own strong doubts about
the wisdom of any military action that risked U.S. lives unless the intelligence
was “actionable.””

The high price of keeping counterterrorism policy within the restricted cir-
cle of the Counterterrorism Security Group and the highest-level principals
was nowhere more apparent than in the military establishment. After the August
1998 missile strike, other members of the JCS let the press know their unhap-
piness that, in conformity with the Goldwater-Nichols reforms, Shelton had
been the only member of the JCS to be consulted. Although follow-on mili-
tary options were briefed more widely, the vice director of operations on the
Joint Staff commented to us that intelligence and planning documents relating
to al Qaeda arrived in a ziplock red package and that many flag and general
officers never had the clearances to see its contents.”

At no point before 9/11 was the Department of Defense fully engaged in
the mission of countering al Qaeda, though this was perhaps the most danger-
ous foreign enemy then threatening the United States. The Clinton adminis-
tration effectively relied on the CIA to take the lead in preparing long-term
offensive plans against an enemy sanctuary. The Bush administration adopted
this approach, although its emerging new strategy envisioned some yet unde-
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When the travelers left Kuala Lumpur for Bangkok, local officials were able
to identify one of the travelers as Khalid al Mihdhar. After the flight left, they
learned that one of his companions had the name Alhazmi. But the officials did
not know what that name meant.

The information arrived at Bangkok too late to track these travelers as they
comne s Hlad the authorities there already been keeping an eye out for ol
al Mihdhar as part of a general regional or worldwide alert, they might have
tracked him coming in. Had they been alerted to look for a possible compan-
ion named Nawat al Hazmi, they might have noticed him too. Instead, they
were notified only after Kuala Lumpur sounded the alarm. By that time, the
travelers had already disappeared into the streets of Bangkok.

On January 12, the head of the CIA’s al Qaeda unit told his bosses that sur-
veillance in Kuala Lumpur was continuing. He may not have known that in
fact Mihdhar and his companions had dispersed and the tracking was falling
apart. U.S. officials in Bangkok regretfully reported the bad news on January
13. The names they had were put on a watchlist in Bangkok, so that Thai
authories muehe notce 1 the men left the country o Jannary T4 the head
of the CIA’s al Qaeda unit again updated his bosses, telling them that officials
were continuing to track the suspicious individuals who had now dispersed to
various countries.

Lntortunately there 5 no evidence of any crocking oo actually boine
undertaken by anyone after the Arabs disappeared into Bangkok. No other
effort was made to create other opportunities to spot these Arab travelers in
case the screen in Bangkok failed. Just from the evidence in Mihdhar’s pass-
port, one of the logical possible destinations and interdiction points would have
been the United States.Yet no one alerted the INS or the FBI to look for these
individuals. They arrived, unnoticed, in Los Angeles on January 15.

In early March 2000, Bangkok reported that Nawaf al Hazmi, now identi-
fied for the first time with his full name, had departed on January 15 on a
United Airlines flight to Los Angeles. Since the CIA did not appreciate the sig-
nificance of that name or notice the cable, we have found no evidence that this
information was sent to the FBI.

Even if watchlisting had prevented or at least alerted U.S. officials to the
entry of Hazmi and Mihdhar, we do not think it is likely that watchlisting, by
itself, have prevented the 9/11 attacks. Al Qaeda adapted to the failure of some
of its operatives to gain entry into the United States. None of these future
hijackers was a pilot. Alternatively, had they been permitted entry and sur-
veilled, some larger results might have been possible had the FBI been patient.

These are difficult what-ifs. The intelligence community might have judged
that the risks of conducting such a prolonged intelligence operation were too
high—potential terrorists might have been lost track of, for example. The pre-
9/11 FBI might not have been judged capable of conducting such an opera-
tion. But surely the intelligence community would have preferred to have the
chance to make these choices.
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